Ingenieurbiro
/ Dr.-Ing. Schoop

TASKS FOR THE USAGE OF
LC2030 TRAINING WITH MQTT

[Lc2030 Overview
|

* No measurement running.

| Licence for: Schoop GmbH, 1x Licence

Tank 1

Automation and
Simulation

|IP-adresses PC

=0
M2 (<)
-+ —)
M1 @ Vi
o 35.0
50 % 0.00 Umin 30.0
w400 l/min ]
y 00 % 250
030 3
20.0 3
LIC104 -V1 15.0 5
X 87cm =
w  200cm 100 —
y 00 %
5.0
Mode:
[] Pesiczo30
|
PCS and simulation LC2030
[ ] Lc2030 simutation

]

Ingenieurbiiro Dr.-Ing. Schoop GmbH

Riechelmannweg 4
21109 Hamburg

Tel.:
Fax:
Email:

+4940/75492230
+4940 /754922 32
info@schoop.de

www.schoop.de

LC2030

% 0.00 Vmin
w220 l/min
y 0.0 %

Connected to simulation

Version: 20.0804

- =

100

50

21.10.2020
09:11:51

Manual operation

aktiv

Sequence control

|:| aktiv

.
e

Production
sequence

x 0.00 bar
w 030 bar
y 00 % E
J Open tutorial
=
Measurement
B
@ M|
el | @ || *® ] aut
Version 08/2020



mailto:info@schoop.de
http://www.schoop.de/

Ingenieurblro
/ Dr.-Ing. Schoop

Content

1 INTRODUCGTION....cctttuuieeertteetennseeeteeesensssseeseesssssssssssssssssnssssssssssssssssssssssssssssassssssssssssssssssssssssssnnnnssssssseans 3

2 TASKS WITH THE MQTT EXPLORER .....ciuuittiteireiieireireiieeteettentesceessessascssssasssssssssassassssssssssssssssassssssnssassasens 3

3 TASKS FOR CONNECTION SECURITY ..cuieeuiieecreenerenceenncrenceenscressessscrsssesnsessssesssessssssnsesassssssessssesnsssansesnsesnnne 4

4 TASKS WITH APP .. eeieiiiiieiieeteireiieeeeeereteeseessassessssssssssssssssassssssssssssasssssssssssssssssssssssssssssassssssassssssnssassassas 7
4.1  TASKS FOR MANUAL OPERATION VIA IMIQTT ....ieeiiiiiiie e e e eeettieie e e e e eeette e e s e e eestaaneeeeeessssnnnaeeseesessnnnnsesessnssnnnnneees 7
4.2 TASKS WITH SEQUENCE CONTROL «uvvvvvrreeeieiiuurereeeeeseiesreseeeseeesssssssesseesiosssssssssesssesssssssssesssemssssssssesssemssssssssesssnnnns 9

This document is protected by copyright. All rights reserved, including the translation, reprinting and
duplication of the work or parts thereof. No part of this publication may be reproduced, duplicated
or distributed in any form without the written permission of Ingenieurbiiro Dr.-Ing. Schoop GmbH



Ingenieurblro
/ Dr.-Ing. Schoop

1 INTRODUCTION

In the LC2030 Training an MQTT Client is activated via cloud symbol. %

The overview site of MQTT usage offers the choice between manual operation and
sequence control. In manual operation it is possible to start and configure all pumps, heating rod
and control values. In sequence control mode a production sequence can be started and monitored.

The Broker with which the program connects is set up in the background window called WRP-Serf. A
detailed description is in the document MQTT _activation.pdf

For the following tasks a local mosquitto broker was installed. For a first testing the program MQTT
explorer and later the App loTMQTTPanel were used.

2 TASKS WITH THE MQTT EXPLORER

TASK 1.1 Set up your local broker and test if it’s possible to establish a connection. Establish
the connection also with the MQTT explorer and check if you can see level, flow,
temperature and pressure.

TASK 1.2 Insert a diagram for flow and level.

SOLUTION

To insert a diagram you have to mark the according topic and click the wave symbol in the right
column.
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TASK 1.3 Switch on a pump with the MQTT Explorer.
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SOLUTION

Go to the right column below Publish. Insert the desired topic and the json code which sets the signal
to true.

The code is: { "value": true }.

Publish A
Topic
LC2030/M3 X
raw xml json
O O ® = A PUBLISH
- il
_ "walue": true
b

QoS 0 = [] retain

3 TASKS FOR CONNECTION SECURITY

TASK 3.1 Explain why it’s reasonable to secure the connection.

SOLUTION
With a not secured connection you can’t be sure that:

e No one reads your data,
e Your data hasn’t been changed before you read it,
e The connection was established to the correct server.

TASK 3.2 Which security mechanisms are possible with MQTT protocol?

SOLUTION

e SSL/TLS Description: Uses TCP/IP protocol not MQTT, clients have to support this protocol.
e User Authentication: There are three possibilities
o Client IDs, which are set up in the broker, it’s also possible to specify special user
access.
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o User name and password
o The safest method is client certificates. This is very time consuming, because all
client certificates have to be managed manually.
e Message encryption: messages are end to end encrypted by the client. Therefore it’s
independent from the broker.

TASK 3.3 Setup a user with password on your local mosquitto broker.

SOLUTION

Create a text file in you mosquitto folder (user-accounts.txt) with following content:
User 1:Password 1

User2:Password 2

Etc.
lﬁ" *C\Program Files\mosquittohuser-accounts. et - Notepad++ — m} X
Datei Bearbeiten Suchen Ansicht Kodierung Sprachen  Einstellungen  Makro  Ausfihren  Erweiterungen  Fenster 7 X
HHBR LS ey ax|BE =1 ERBRNENRE G
E-"::-:. tto.conf [=] user-accounts bt le
1 user:123

To encrypt this file open the terminal with administrator rights. Change directory to mosquitto folder
and insert following line:

Mosquitto_passwd —U user-accounts.txt

C:\Program Files\mosqui mosquitto_passwd -U user-accounts.txt

C:\Program Files\mosqui *mosquitto

Check if the file was encrypted.

[&f *C:\Program Files\mosquitto\user-accounts txt - Notepad++ - [m} X

Datei  Bearbeiten Suchen Ansicht Kodierung Sprachen  Einstellungen Makro  Ausfihren Erweiterungen Fenster X
cEHEHB R GE =] Rl a3 EBE = EDER @0 EDN®E SE

E mosquitte.conf | user-accounts bt le

'.:lseli 1 5654NXs0DMeMLRsYGYSFONImf3BCCn63ThuTCe ZXEQAvRBWPVvwyAl1ZN+aeDtdESvOsrI44BEkEVIMLObT02ty/ CE6BHWHPGOIXP40KEkg=—

The user-account.txt file has to be inserted to the mosquitto configuration file. Open mosquitto.conf
and set the option allow_anonymous to false and enter user-accounts.txt behind password_file.
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# Defaults to true if no other security options are set. If "password file® or
# "psk_file® is set, or if an authentication plugin is loaded which implements
# username/password or TLS-PSK checks, then ‘allow_ anonymous® defaults to

$ false.

#

allow anonymous false

Control access to the broker using a password file. This file can be
generated using the mosguitto_passwd utilicy. If TLS support 1s not compiled
into mosguitto (it is recommended that TLS support should be included) then
plain text passwords are used, in which case the file should be a text file
with lines in the format:

username:password

The password (and colon) may be omitted if desired, although this

offers very little in the way of security.

See the TLS client require certificate and use identity_ as_username options
for alternative authentication options. If an auth plugin is used as well as
password file, the auth plugin check will be made first.

password file C:\Program Files\mosguittoluser-accounts.txt

When starting mosquitto broker again load the configuration with:

Mosquitto —v —c mosquitto.conf

You can check the settings in the background window WRTP-Serv. Go to the broker configuration
(Settings->Options and Settings, last tab is MQTT client). Check the broker with defined user. Also
test a wrong password, if no user is set up in the broker there will be no error.

MOTT-Server (Broker) Eigenschaften s MOTT-Server (Broker) Eigenschaften s
WMQTT-Server Verbindung Optionen Verbindungstest MQTT-Server Verbindung Optionen Verbindungstest
Hostname oder IP-Adresse: ‘ localhost Abfragethema / -themen: | | (leer = Keines)
(== Wurzel)
IP-Anschiuss (Port): 1883 Standardwert: 1883 E Werbindung testen ; (# = Alle)
Anmeldung, falls erforderlich: Ergebnis: Verbindung erfolgreich.
Benutzername: ‘ userl | Daten: Kopieren
Kennwort: ‘ wee |
Sicherheit:

[}
o

|:| Gesicherte Ubertragung verwenden (SSUTLS).
Externer Zertifikatspeicher.

Windows-Zertifikatzpeicher.

Abbrechen Hilfe oK Abbrechen Hilfe
Now log on in the MQTT explorer.
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4 TASKS WITH APP

There are many apps to read and publish MQTT messages. The following tasks were performed with
the android app loT MQTT Panel. Via WLAN the mobile device is in the same network as the PC with
running mosquitto broker.

4.1 TASKS FOR MANUAL OPERATION VIA MQTT

For following tasks change the mode to manual mode.

Manual operation

aktiv
TASK 4.1.1 Establish a connection between app and broker.
— SOLUTION
< Edit Connection
Connection name* Add a new connection. The displayed input mask opens.
Mosquitto X .
© Under Broker Web/IP address insert IP address of PC on which
Client ID the broker is running.
FyY2PUf2k ” Lo
alt © Under Additional options insert user and password.
Broker Web/IP address *
192.168.178.29 (7)
Port number * Network protocol
1883 TCP ()
Dashb li
| 20350 v
Additional options

CANCEL SAVE

< @) O

TASK 4.1.2 Set up three diagrams

e level (LI101)
e Temperature (T1102)
e Flow rate (FI103 und FI105)

SOLUTION
Below you can see the input mask for the level diagram. Name, label and colour can be chosen freely.
The topics are:

e LC2030/LI101
e LC2030/TI102
e LC2030/FI103 and LC2030/FI105
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It’s important to check Payload is json data and the Json Path S.value.

< Edit panel < Edit panel = LC2030 o .
Panel name * ] Show ar v nt Level
Level
()
X axis divisor No of persistence
5 20 & Payloa
Topic for graph 1* JsonPath for subscribe *
LC2030/LI101 S.value (2)
m L1101
Label for graph 1 |
LI01 ROy
Chart color . Time format
. #d70206 ) S hh:mm N
Unit QoS
] st | B sh " cm 1 . .
m FI103 = FI105
(?)
CANCEL Temperature
v
JsonPath for subscribe *
TASK 4.3 Insert switches for the pumps and sliders for control value of valve and pump.

SOLUTION

The figures show the setup
for pump switches.

< Edit panel

< Edit panel
. The topics are

anel name *
Fumn? ° . 1C2030/M1
Topic* & Payloac ta o LC2030/M2
LC2030/M2 JsonPath for subscribe ° I—C2030/M3
sl @ payload on is the message
cribe Toj 0 JSON pattern for publish Value Wh'ch |s Sent When
{'value': <switch-payload>} ®  switching on. It has to be
Payload on*
mje true. Payload off has to be
[J show received timestamy false accordingly.
Payload off * . .
talse ] howssittiestaiy The json Path is
S.value.
v [ confirm before publish The json pattern for publish
Icon color .
B ch ‘ #00ff1a O ket Qos 1S
icor Icon color = L - {,value”: <switch-payload>}.
B Choose off @ ffooco

CANCEL SAVE
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> @
< Edit panel The slider setup is displayed in the figure.
— The topics are:
LC2030/V1.y e LC2030/P3.y

e LC2030/V1.y
(?) The json Path is $.value and the json pattern for publish is

Payload min * Payload max * {,,Value”: <S|Ider-pay|03d>}
0 100
Unit
% The result could look like:

(7
Slider Orientation ﬂj ﬂj ﬂj
Horizagtal . Pump 1 Pump 2 Pump 3
v

. 0,

JsonPath for subscribe V1 : 0% M3 O /o
S.value (7)
JSON pattern for publish
{"value": <slider-payload>} (7)

4.2 TASKS WITH SEQUENCE CONTROL

A production sequence was realised with GRAFCET. It can be viewed Sequence control
with the button Production sequence. It’s activated when the
sequence control mode is active. X aktiv

The production sequence is built with two macros which are started by a subordinated sequence.
One macro is the production and the other is the preparatory emptying of the tank.

To start, confirm and cancel binary flags are used (BM1, BM2, BM3, BM4), which can be set in the
app and which are reset in the GRAFCET diagram. A text signal (TM1) is used as a status signal.

To cancel the sequence binary flag B4 is used. With a positive flag of this signal the subordinated
sequence is set to initial step. Only when BM4 is not active the sequence can be started.

In the initial step the status signal is set to ,,Ready” or ,Tank not empty“ according to level switch B3.
From here the production can be started with BM1 or the tank can be emptied with BM2. When the
selected macro finished the control waits for confirmation BM3.
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aE 48B3 A Cancel with BM4
« [0 _c = — . -
~ TM1 ="Ready” |TM1:="Tanknotempty” |BM2:=0
10|l Nizoo0)NITy
4 —-B2*TBMA —+ B3+ 1BM2 — B4
Fy
1902 ' 190° ' o
1302\ proguction process | Empty tank for production *
— TBM3 — TBM3 [ Teh4

— 900

The emptying sequence hast two steps. First pump M3 is switched on and meanwhile the control
signal of the pump is set to 100%. Status is ,,Emptying”. When level switch B3 is open BM2 and
control signal are reset. Pump M3 is not active. Status is ,Tank empty - Confirm“. The control waits
for confirmation.

i M0 A
Empty tank for production
A ry
F901 M3 FI103y:=100 |TM1 :="Emptying”
.
A ry ry
3901 BMZ2 =0 FI103y =0 TM1 = "Tank competely empty - Confirm”

b -

The production sequence has six steps. First pump M2 is switched on, the status signal is ,,Filling fluid
1“. When level switch B2 (centre) is reached the control goes to the next step.

Next pump M1 is activated and meanwhile the valve V1 is opened 100%. The status is “Filling fluid
2“. When the tank is filled up (level switch B1), the control goes to the next step.

In the next step is valve is closed. Meanwhile the heating rod and the circulation pump M4 are
switched on. The status is ,Heating phase 1“. The step is finished, once a pre-defined temperature is
reached. The temperature can be set via Parameter 1 which has the topic LC2030/Par1.

Then the heating rod is not active anymore, but because of it’s residual heat the temperature
continues increasing, until another temperature limit (LC2030/Par2) is reached. The status is
»,Heating phase 2“.

In the next step pump M3 is active and it’s power is set to 100%. The Status is “Emptying”. When the
tank is empty (level switch B3) the control goes to the final step.

Last flag BM1 und pump power are reset. Status is ,,Production finished - Confirm“. The control waits
for confirmation.
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-,

Ma02
Production process
A
904 M2 TMA1 := “Filling fluid 1"
B2 N N
205 M1 FI105y:=100 | TM1 = "Filling fluid 2°
T A 4
206 M4 FI105.y =0 Q1 TM1 = "Heating phase 1

— [TI102 == Parameteri] i

907

M4 T =

"Heating phase 2°

— [TI02 == ParameterZ] i

&
208 M3 FI103y:=100 |TM1 :="Emptying”
—+B3
ry ry &
390z BM1 =0 FI103y:=0 TM1 := "Production finished - Confirm™

Following signals are used in this control.

Signal name Description Type Topic

H.M1 Pump M1 on/off Status LC2030/M1
H.M2 Pump M2 on/off Status LC2030/M2
H.M3 Pump M3 on/off Status LC2030/M3
B1 Level switch top Status LC2030/B1
B2 Level switch centre Status LC2030/B2
B3 Level switch bottom Status LC2030/B3
Q1 Heating rod on/off Status LC2030/Q1
BM1 Start production Input LC2030/BM1
BM2 Start empty tank Input LC2030/BM2
BM3 Confirmation Input LC2030/BM3
BM4 Cancel Input LC2030/BM4
™M1 Status as Text Input LC2030/TM1
Parameterl Temperature limit 1 Input LC2030/Parl
Parameter2 Temperature limit 2 Input LC2030/Par2
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TASK 4.2.1 Create a dashboard with following functions:

Display:
o Status as text
o Pump status (M1, M2, M3, M4) with LED (yellow)
o Heating rod status (Q1) with LED (pink)
o Level switch status (B1, B2, B3) with LED (green)
Button:
o Start production

o Start empty tank
o Confirmation

o Cancelation
Input field
o Temperature limit (Parl, Par2)

SOLUTION

A dashboard could look like displayed.

= LC2030

Following elements were used
Status: LC2030/TM1

Tank not empty * Button
e Text Input
® s @ M1 e TextLog
e LED Indicator
@52 o w2
@ s CYYE
O

Temperat Temperat
Qe O
(® PRoD. ® EmPTY




Text Log

LED Indicator

< Edit panel

Panel name *
Status
Topic*

LC2030/TM1

Additional options

QoS

& Payload is JSON Data
JsonPath for subscribe *

S.value ()

CANCEL SAVE

< Edit panel

Panel name *
Q1
Topic*

LC2030/Q1

Payload on*

true

Payload off *

false

LED color
@ LEDonicor ) #ffO0b2

LED color

@ LED off icon @ #9E9EE

& Payload is JSON Data
JsonPath for subscribe *
S.value (7)

Text Input

Button

< Edit panel

Panel name *
Temperature 1
Topic*

LC2030/Par1

JSON pattern for publish *
{'value": <text-payload>} (2)

D Clear text on publish

< Edit panel

Panel name *
Prod.
Topic*

LC2030/BM1

Payload *
true

16 bavioad
D No payload (?)
B Use icons for button
Icon color

@ choose lcor @ 00
[] Hide label

& Payload is JSON Data

JSON pattern for publish*
{"value" : <button-payload>} (2)
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Information regarding errors, inaccuracies and expansion options are highly appreciated!

Ingenieurbiiro Dr.-Ing. Schoop GmbH
Riechelmannweg 4

D-21109 Hamburg

Tel.: 040 / 754 922 30
www.schoop.de

Email: info@schoop.de



